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What are Proxies?




Forward Proxy




Forward Proxy




Reverse Proxy
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Reverse Proxy







Chris Jackson
Pluralsight Author

S
O
O
O
—1
3
C
@©
+
T
-
0
e
>
O
=
n
>
C
O
n
4
O
O
ui
R L
-
L
w

PR
0 R0500008000
RSR00
R0 s 0080000
R aus000s
RSOSSN

‘a
0000000200
008200002
00600008
S
R
TR

Tiered Architecture




Tiered Architecture
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Tiered Architecture

Presentation Application



Tiered Architecture

Presentation Application



Tiered Architecture
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Tiered Architecture
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Firewalls
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Network Firewalls




Next Generation Firewall (NGFW)
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Web Application Firewall (WAF)

Internet WAF Web Server



OWASP
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OWASP Top 10 is a list
of the most notorious
web application
security risks and
vulnerabilities, which
includes SQLi, XSS, and
others.

~

Open Worldwide
Application Security
Project (OWASP) is an
organization dedicated
to studying and
publishing lists related
to web app security

ModSecurity is an open-
source WAF that utilizes
the Core Rule Set to
detect and attack
malicious web traffic,
including web app
attacks listed on the
OWASP Top 10.



Network Zones
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Zones of Trust
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Demilitarized Zone (DMZ)
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Internet
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3 Tier Firewall Architecture
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Zero Trust Net
work
Architecture (ZNTA)
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Zero Trust

Never Trust, Always Verify

A security architecture model :

that eliminates implicit trust by *
requiring strict identity
verification and continuous

authentication for every user, ,
device, and application before 1
granting access to any resource,:
regardless of their location or *

. i
hetwork connection. ;
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Zero Trust

Authentication

-
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Assume Breach




Network-based Microsegmentation




Identity-based Microsegmentation




Software Defined Perimeter (SDP)
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Zero Trust Components
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Software Defined Perimeter (SDP)
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Routing Protocol

Security




IP Source Routing




OSPF Security

Remote False Adjacency

Spoofing
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OSPF Security

Autonomous System
Border Router
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OSPF Security

Authentication
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Time-To-Live

Logging and Monitoring




OSPF Security

Autonomous System _': Area 3 BGP Router

Border Router
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BGP Security Risks
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Route Leak Hijacking Flooding



BGP Security Risks
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BGP Security Risks

ONE
WAY

Route Leak



BGP Security Controls




AAA and Remote Access
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AuthN, AuthZ, and Accounting

Authentication
% Authorization




AAA Protocols




Wireless Connection Security
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VPN Architecture

Router VPN

Firewall

VPN Tunnel



Access Control Lists (ACLSs)
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Remote Management
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Remote Management
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