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Switch Architecture
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Port Security

PStdtct Restrict Shutdown
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Virtual Local Area Network (VLAN)

VLAN 10 VLAN 20 VLAN 20



Private VLANSs
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More Switch Security Considerations
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Router Security
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Subnets

Network

Isolation




Access Control Lists (ACLSs)

@ 5 .@, 10.0.50.19
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Network Address Translation (NAT)

Port Forwarding



Network Address Translation (NAT)

Compatibility Issues
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Network Address Translation (NAT)

NAT Traversal



Securing Routing Protocols
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More Router Security Considerations
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Security

Wireless Network
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Wireless Technologies
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Signal Security

//®""M @



Rouge Access Points




Guest Security




Wireless Connection Security

Authentication H"I' Encryption
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Wireless Connection Security
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Virtual Private Network
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Site-to-Site
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Remote-to-Site
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VPN Architecture

VPN Tunnel Firewall Router




Protocols

* Data-Link Layer

* Network Layer

* IKE E * Confidentiality E
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MACsec

Server Router Datacenter



Cloud-based VPN
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Cloud-based VPN
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Logging and Reporting

Chris Jackson

Pluralsight Author

S
O
Q
O
—1
3
C
@©
+
T
-
0
e
>
O
=
n
>
C
O
n
4
O
O
A
R L
-
L
w

i3
902

030
03800030

20000000

000000000

g
SRR
T

RN 000
R R




What'’s the Purpose of Logging?

maiyiter for malicious activity.

Logaimg involves recording events to
7
Why

Who What When Where



Centralized Network Logging

Simple Network
Management
Protocol




Centralized Network Logging

Security Information

and Event
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Centralized Network Logging
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What to Log

‘ CONF: Ie Configuration Changes

] Access and Protocol Activity

@ Failed Authentication Attempts

Data Exfiltration




What to Log
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What to Log

Performance



Dig Deeper




Network Taps
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Network Taps
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Port Mirroring

Switc:h Analyzer



Passive vs. Active

Passive

e Do not require power o Amplify signal

e Reliable e Long distances

e Short distances e Require power



Inline

Switch




Aggregator

Analyzer

Switch Firewall



Regeneration
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